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Bellingcat’s Online Investigation Toolkit
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BBC finds truth behind this Cameroon’s descent
woman's killing towards civil war
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CAMEROON ARMED CONFLICT

Digitally dissecting atrocities — Amnesty
International’s open source investigations

By Conor Fortune, Senior Adviser - Crisis London,

26 September 2018, 17:01 UTC

’ @ Contans disturbing scenes.

| OSINT Landscape ...

Open Source Intelligence (/OSINV — Open Source Investigation)

In July 2018 a homifying video began to circulate on social m
It shows two women and two young chikiren being led away
gunpoint by a group of Camerconian soldiers. The caplives ¢
biindfolded, forced o the ground, and shot 22 times

The government of Cameroon initially dismissed the video a
ks news But BB Aca Eyo, Ivoogh forensic analyis
footage, can prove exactly where this happened, when it
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NYT's video series, Visual Investigations® delivers a definitiv
account of today's biggest stories by tracking down clues frc
videos, photos and satellite images.

An Israeli Soldier Killed a
Medic in Gaza. We
Investigated the Fatal Shot.

How the Las Vegas Gun)
Planned a Massacre, in
Days of Video

Killing Khashoggi: How a
Brutal Saudi Hit Job
Unfolded

One Building, One Bomb:
How Assad Gassed His Own
People
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soldiers who killed this woman

The skills every digital investigator ne«




Authenticating documentation for evidentiary use
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Open Source Evidence on Trial

Keith Hiatt

INTRODUCTION

Investigating war crimes is a messy business. It is difficult and dangerous. International
criminal tribunals charge powerful individuals, including heads of state and leaders of
armed forces, whose personal resources may well exceed the annual operating budget

THE NEW FORENSICS

Using Open Source Information
to Investigate Grave Crimes




Public literacy about manipulated information
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Rumors Spread on WhatsApp Blamed for Two More

Deaths in India
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How Governments Are Deploying Disinformation as Part of Broader Digital Harassment Campaigns
Authored by Nicholas Monaco and Carly Nyst. Editor in Chief, Samuel C. Woolley.

IN THE MEDIA
Bloomberg —
MIT Tech Review —

In our latest report from the Digital Intelligence Lab, we investigate how state-sponsored online hate and harassment
campaigns, including in the U.S., are being used to intimidate and silence government critics at scale. This is the first
comprehensive attempt to describe the phenomenon of state-sponsored trolling from a qualitative and quantitative
standpoint.
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The 5 pillars of visual verification.
Source: First Draft.




Emerging proprietary verification services
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Fake video solved.

A PATENTED SECURITY SOLUTION

) Mo: hreat detection with the advanc edia forensics platfc
m Fast Company's 50 Most Innovative Companies 2019 Threat detection with the advanced media forensics platform
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Photo and video ——
verification you ' |
can trust

Truepic is the leading photo and video verification
platform. Every day, we work diligently on Pro

technologies that can help restore trust in visual $300/m0nth*

media.
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What can we glean about provenance, creation,
and intention based on AV attribute analysis?

What computer vision / image forensic tools and
techniques can be shared by open source

community for authenticating and verifying
media?

What knowledge can be shared to raise public
literacy about media manipulation?

What role can open source community play in
development of standards for trustworthy media
capture and verification?




Open source projects
(verification via signatures / metadata, not image analysis)

| P,

ProofMode (by
Guardian Project
with WITNESS)

Tella (by Horizontal) Others?




